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Policy Purpose  

Webster University ("Webster") provides numerous information technology resources 
for use by the Webster community to support its educational mission. The use of these 
resources must be consistent with the goals of the University. This policy applies to all 
�ò�—�•�‡�”�•�ó of computing resources owned or managed by Webster University, including 
(but not limited to) Webster University faculty, staff, students, alumni, guests, agents of 
�–�Š�‡���ƒ�†�•�‹�•�‹�•�–�”�ƒ�–�‹�‘�•�á���ƒ�•���™�‡�Ž�Ž���ƒ�•���‡�š�–�‡�”�•�ƒ�Ž���‹�•�†�‹�˜�‹�†�—�ƒ�Ž�•���ƒ�•�†���‘�”�‰�ƒ�•�‹�œ�ƒ�–�‹�‘�•�•���ƒ�…�…�‡�•�•�‹�•�‰�����‡�„�•�–�‡�”�ï�•��
services and resources. Students, staff, administrators, faculty and others granted use of 
���‡�„�•�–�‡�”�����•�‹�˜�‡�”�•�‹�–�›�ï�•���…�‘mputer network resources.  

 

���‡���‡�•�…�‘�—�”�ƒ�‰�‡���•�‡�•�„�‡�”�•���‘�ˆ���–�Š�‡�����‡�„�•�–�‡�”���…�‘�•�•�—�•�‹�–�›���–�‘���—�•�‡�����‡�„�•�–�‡�”�ï�•���‹�•�ˆ�‘�”�•�ƒ�–�‹�‘�•��
technology resources and online networks for Webster University educational and 
business purposes under the appropriate circumstances. While these resources help the 
university function, they also require responsible use from every user.  Webster 
���•�‹�˜�‡�”�•�‹�–�›���—�•�‡�”�•�ï���ƒ�…�–�‹�‘�•�•���…�ƒ�•���ƒ�ˆ�ˆ�‡�…�–���’�‡�‘�’�Ž�‡���ƒ�Ž�Ž���ƒ�”�‘�—�•�†���–�Š�‡���™�‘�”�Ž�†�ä�������Š�‡�”�‡�ˆ�‘�”�‡�á���—�•�‡�”�•���•�—�•�–��
use these technologies responsibly and with respect.   Users are expected 
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in communicating or posting information or material by way of messages, email, 
bulletin boards, the Internet, World Wide Web, or other such tools. 

 
Information technology resources  include computers, computer services, servers, and 
similar devices provided or administered by Webster and for which Webster is 
�”�‡�•�’�‘�•�•�‹�„�Ž�‡�ä�����•�ˆ�‘�”�•�ƒ�–�‹�‘�•���–�‡�…�Š�•�‘�Ž�‘�‰�›���”�‡�•�‘�—�”�…�‡�•���ƒ�Ž�•�‘���‹�•�…�Ž�—�†�‡���ƒ�…�…�‡�•�•���–�‘�����‡�„�•�–�‡�”�ï�•���‘�•-
campus network, the Internet, World Wide Web and other online computer networks. 

 
Networks  shall mean and include video, voice and data networks, routers and storage 
devices. 
 
Other  shall include Webster guests and/or those who may use Webster University 
facilities for a specific event or period of time and are given specific technology access. 

Personal Data is any information that relates to an identified or identifiable living 
individual . Different pieces of information, which collected together can lead to the 
identification of a particular person, also constitute personal data.  Personal data that has 
been de-identified, encrypted or pseudonymised but can be used to re-identify a person 
remains personal data and falls within the scope of this definition.   

Pseudonymisation  is a process that takes the most identifying fields of personal data 
within a database and replaces them with artificial identifiers, or pseudonyms. For 
example, a name is replaced with a unique number. The purpose is to render the data 
record less identifying and therefore reduce concerns with data sharing and data 
retention. 

Sensitive Data is any data that reveals: Racial or ethnic origin; Political opinions; 
Religious or philosophical beliefs; Trade union membership; Genetic data; Biometric data 
for the purpose of uniquely identifying a natural person; Data concerning health or a 
natural p�‡�”�•�‘�•�ï�•���•�‡�š���Ž�‹�ˆ�‡���ƒ�•�†���‘�”���•�‡�š�—�ƒ�Ž���‘�”�‹�‡�•�–�ƒ�–�‹�‘�• 

Users shall mean all �‘�ˆ�����‡�„�•�–�‡�”�����•�‹�˜�‡�”�•�‹�–�›�ï�•���ˆ�ƒ�…�—�Ž�–�›�á���•�–�ƒ�ˆ�ˆ�á���•�–�—�†�‡�•�–�•�á���ƒ�Ž�—�•�•�‹�á��
guests, agents of the administration, as well as external individuals and 
inition.  

Users
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�x ���•�‡�”�•���•�ƒ�›���•�‘�–���—�•�‡�����‡�„�•�–�‡�”�ï�•���…�‘�•�’�—�–�‡�”���”�‡�•�‘�—�”�…�‡�•���ˆ�‘�”���ƒ�•�›���‹�Ž�Ž�‡�‰�ƒ�Ž���‘�”���…�”�‹�•�‹�•�ƒ�Ž��
purpose. 

 
�x 
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�x ���•�‹�•�‰�����‡�„�•�–�‡�”�ï�•���‹�•�ˆ�‘�”�•�ƒ�–�‹�‘�•���–�‡�…�Š�•�‘�Ž�‘�‰�›���”�‡�•�‘�—�”�…�‡�•���–�‘���’�‘�•�–���‘�”���–�”�ƒ�•�•�•�‹�–���•�‡�š�—�ƒ�Ž�Ž�›��

explicit images or any other content deemed to be offensive and inappropriate for 
academic use is prohibited. In addition, viewing, posting or transmitting sexually 
explicit material or any other content deemed to be offensive and inappropriate for 
academic use may constitute a violation of the Webster's Policy on Sexual Assault, 
Harassment and Other Offenses as discussed in the Civility and Liberty section  
below.  

Acceptable Email Usage 

�x It is strictly prohibited to forward information that contains confidential or proprietary 
information to any personal email accounts, servers, storage media, mobile devices and 
other electronic systems.  Confidential or proprietary information sent on behalf of 
Webster University to any third
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contact of a sexual nature constitutes sexual harassment when 1) submission to such 
conduct is made either explicitly or implicitly a term or a condition of an individual's 
employment or education or 2) submission to or rejection of such conduct is used as a basis 
for employment or academic decisions affecting that individual or 3) such conduct has the 
purpose or effect of unreasonably interfering with an individual's work or academic 
performance or of creating an intimidating, hostile, or offensive educational or employment 
environment. 

 
Webster expects that users will respect the rights of others to freedom from harassment 
or intimidation. A user may violate this policy if he or she transmits or posts abusive or 
unwanted material causing the work or academic experience of others to be disrupted. In 
addition, a user violates this policy and may violate the law if he or she targets another 
person, group or organization to cause distress, embarrassment, injury, unwanted 
attention or other substantial discomfort. 
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organizations will be held no less accountable for their actions in situations involving 
computers and information resources than they would be in dealing with other media. 
Rules prohibiting theft and vandalism apply to software and data as well as to physical 
equipment. In particular:  

 
�x The purchase and/or installation of hardware, software and/or related devices 

connected to Webster University technology environment is specifically 
prohibited. 

�x Users must adhere to posted lab and system policies, procedures, or protocols, 
such as time or storage limits, where those policies, procedures, or protocols are 




